Iltem 4b-Attachment 5A

AGENDA ITEM 4b
SPECIAL UPDATE ON HIPAA AUDIT RESOLUTION STATUS
AS OF DECEMBER 31, 2010

Audit (Report Issue Date): HIPAA Security Compliance Review (10/20/06)

Division responsible: Information Security Office

Finding 1.2 Description:

CalPERS implements security measures to protect information assets housed at CalPERS.
Information Security Office should implement required specifications and assess whether each
addressable specification is a reasonable safeguard in the environment.

Current Status:

COMPLETE. The Information Security Office is accepting the risk of possible non-
compliance with this HIPAA Security requirement. The Information Security Office has
provided various documents to demonstrate that all systems that contain ePHI have
been identified, and that a risk assessment of potential risks and vulnerabilities has been
performed. However, the Information Security Office has not provided documentation
demonstrating that various roles and responsibilities with regard to implementing and
monitoring selected controls have been clearly defined and communicated, as well as
that appropriate security measures are sufficient to reduce identified risks have been
implemented. With the pending implementation of PSR, it is not feasible to implement
additional controls beyond those currently implemented. The Information Security Office
will conduct a risk assessment within six months of PSR deployment to assess
compliance with HIPAA requirements.

Finding 1.4 Description:

CalPERS' Event Logs Practice requires specific security events be logged at key servers.
However, the practice does not specify which events must be logged at the system,
application, and user level. Information Security Office should develop an Information System
Activities Review Practice.

Current Status:

COMPLETE. The Information Security Office is accepting the risk for not taking steps
to ensure that CalPERS' current Security Practices appropriately address the types of
information system activities that should be recorded and reviewed at all levels, the
frequency that the reviews should occur, as well as clearly defining the parties
responsible for recording and monitoring the various types of activities. With the
pending implementation of PSR, it is not feasible to retrofit legacy systems. The
Information Security Office will conduct a risk assessment within six months of PSR
deployment to assess compliance with HIPAA requirements and addressable
specifications, including logging requirements and whether threats and vulnerabilities
are being managed.
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AGENDA ITEM 4b
SPECIAL UPDATE ON HIPAA AUDIT RESOLUTION STATUS
AS OF DECEMBER 31, 2010

Audit (Report Issue Date): HIPAA Security Compliance Review (10/20/06)

Finding 15.1 Description:

CalPERS’ Event Logs Practice does not require a retention period of 6 years or recording of
functions performed. Information Security Office should modify the Event Logs Practice to
require the recording and retention requirements.

Current Status:

COMPLETE. The Information Security Office is accepting the risk for not taking steps to
ensure that CalPERS' current Security Practices appropriately identify the functions that
need to be recorded, as well as the retention period for said information to ensure
compliance with the applicable section of the HIPAA law. With the pending
implementation of PSR, it is not feasible to retrofit legacy systems. The Information
Security Office will conduct a risk assessment within six months of PSR deployment to
assess compliance with HIPAA requirements and addressable specifications, including
logging requirements and whether threats and vulnerabilities are being managed.

Finding 15.2 Description:

The Document Management System does not log who viewed imaged documents, when and
where the imaged documents are created, printed, exported, or viewed. The Event Logs
Practice should be modified to provide clearer guidelines.

Current Status:

COMPLETE. The Information Security Office is accepting the risk for not taking steps to
ensure that CalPERS' current Security Practices provides an appropriate level of
guidance regarding events and attributes that should be logged, maintained, and
periodically reviewed, to ensure compliance with the applicable sections of the HIPAA
law. With the pending implementation of PSR, it is not feasible to retrofit legacy
systems. The Information Security Office will conduct a risk assessment within six
months of PSR deployment to assess compliance with HIPAA requirements and
addressable specifications, including logging requirements and whether threats and
vulnerabilities are being managed.

Finding 6 Description:

CalPERS’ Information Security Incidents Practice defines the events considered to be
reportable incidents, however, current security practice and procedures do not adequately
specify response efforts. Information Security Office should amend current security practices.

Current Status:

IN PROGRESS. The Information Security Office has hired a consultant to work on
ensuring that CalPERS' security incident reporting policies and procedures appropriately
address all known applicable regulatory requirements.

Target Completion Date: March 15, 2011.
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